Information and Communication
Technology

Supply Chain

Communicating across supply chain lines

Safely sharing information with stakeholders in real time using information and communications technology (ICT) solutions is
vital to maintaining and managing a robust and successful business. Comprehensive DEKRA services support and protect
suppliers and service providers dependent on reliable ICT performance all along the supply chain.

Cyber Security Solutions - strengthening links in the supply chain

With malicious criminal networks, devastating pandemics and other unexpected events capable of shutting down physical
supply chain activity, defending against cyber attacks on the flow of information is of utmost importance and can only be
accomplished by ensuring every link in your chain is able to withstand the potential risk of a breach. DEKRA experts provide
critical services designed to help you develop and implement sound cyber security solutions to protect products and services

and keep your business running at full capacity.

Cyber Security Testing

DEKRA offers an extensive portfolio of cyber security testing
services for ICT products to support manufacturers in launching
their devices at any market. These services include security evalu-
ations, product penetration testing, cyber security certifications
and industry certification programs.

Data Protection Consulting

DEKRA experts keep you informed and help you stay legally
compliant and up-to-date when it comes to handling data. If you
prefer more context-specific assistance, we can provide the indivi-
dualized support of a data protection officer to carry out services
on site and in close cooperation with your team.

Information Security Management System

We can help you protect sensitive data and secure your IT
systems, components and processes to meet today’s cyber security
challenges. Our ISO 27001 certification will put you in a position
to comply with the current legal requirements and meet the needs
of your customers. In addition to technical measures, ISO 27001
certification recognizes the importance of documentation associ-
ated with high-level information security management. ISO 27017
and ISO 27018, both based on ISO 27001, have been specially ad-
apted to the specific requirements of cloud service providers. ISO
27017 is primarily concerned with the relationship between provi-
ders and their customers. As part of the ISO 27017 audit, our ex-
perts help you identify key security elements that improve the
quality and reliability of your cloud services. ISO 27018 specifi-
cally addresses the requirements of data protection law. The focus



here is mainly on the processing of personal data within the
cloud. Recognized by participants across the global automotive
industry supply chain, the Trusted Information Security Assess-
ment Exchange (TISAX®) has established a uniform standard of
information security to boost confidence in audited companies.
Standardized TISAX® assessment eliminates superfluous "double
auditing" - saving you both time and money.

Information Security Management System
Consulting and Training

Our comprehensive cyber security strategies include consulting
services. Taking a flexible, holistic approach, our experts address
your individual needs and circumstances to help you implement
an information security management system that protects your
sensitive data, IT systems, components and processes against
today's cyber security challenges. Our training courses make sure
your personnel are up-to-date with ISO 27001 and 19011 require-
ments so they can assess and manage security risks to your criti-
cal data and confidential information.

Information Security Risk Assessment and
Management

No company today is immune to cyber security risks and potenti-
al attacks. Our consultants carry out systematic network security
analyses, determine the existing level of cyber security and deve-

lop a plan to improve it.

Information Security Training

To inspire trust in existing customers and attract potential new
customers, ensuring information security - including the IT sys-
tems, components and processes involved - is essential. Informa-
tion security auditor training courses give you the knowledge and
skills you need to assess your organization’s information security
management systems in accordance with ISO 27001.

IT and Software-Related Training

A mix of design, planning, implementation and troubleshooting,
strong IT skills are critical in any modern workplace. Fluency in
popular software packages and network configuration ensures IT
personnel and systems meet your business needs and performance
expectations. DEKRA provides comprehensive IT and software
trainings and certifications for telecommunications and network
specialists navigating ITIL Foundation practices as well as SAP,
Microsoft and IPv6 operating systems. Our IT experts also con-
duct professional software tester training according to Internatio-
nal Software Testing Qualification Board (ISTQB) standards.

Risk Management System Training

Every business faces a wide variety of different risks. The design,
implementation and optimization of a robust risk management
system can help to identify threats and assess possible effects on
the company. We conduct comprehensive risk management sys-
tems training in tested evaluation methods and analysis tech-
niques ranging from scenario-based approaches to creativity and
simulation strategies. DEKRA provides you with the expertise
you need to balance opportunity and risk for secure planning and
increased productivity.

Second-Party Audits for Information Security
Processes

Our comprehensive audits allow you the opportunity to evaluate

and verify your IT and cyber security processes. Our services in-

clude initial audits and continuous monitoring, as well as helping
you understand the complex international, national and local re-

gulatory requirements.

Flexibility Solutions - adapting to customer needs

Customers rely on their supply chain partners to get the job done, the order filled and the products or services delivered
regardless of unexpected circumstances and without delay. DEKRA provides comprehensive support services to maximize
your performance using flexible ICT solutions for the supply chain to ensure continued innovation and timely placement of

anticipated products on the market.

Business-Related Trainings

Experienced and qualified personnel are the backbone of every
successful business. We offer companies top to bottom support
focused on management training, employee development and ca-
reer planning. From secretarial, bookkeeping, sales, marketing,
customer service and procurement staff to process and project
managers, IHK-certified technical business administrators and
AEVO-qualified trainers, DEKRA business-related programs
provide skills and credentials aimed at strengthening your entire
team.

Chemical Safety Advisory

Maintaining compliance with testing protocols, reporting manda-
tes, product labeling, documentation requirements and legislative
initiatives such as REACH can be an overwhelming task for both
manufacturers and importers. Our chemical safety advisory team
specializes in testing, classification, management and other servi-
ces supporting companies seeking to comply with the hazardous
substance’s regulatory framework.



Connectivity Testing

DEKRA provides the most extensive range of connectivity testing
services covering short-range, low-power-wide-area, wireless and
cellular technologies, among others, to verify the compliance of
the customers' products with regulatory and industry association
requirements.

Electromagnetic Compatibility (EMC) and
Radiofrequency (RF) Testing

DEKRA offers testing of electromagnetic compatibility & radio-
frequency for ICT products in its global network of testing labora-
tories, where specialized experts can help manufacturers get their
products tested and certified according to international standards
to demonstrate their devices comply with the applicable regulati-
ons of the market.

Expediting, Shop and Vendor Equipment
Inspections

Acquiring new equipment and machinery can be complicated,
costly and risky. We conduct non-destructive and advanced non-
destructive testing (NDT), perform electrical inspections and ex-
amine machinery and equipment. Our DEKRA experts are on-si-
te worldwide at diverse supplier premises to verify the quality of
manufactured products or equipment, assess dispatching services
and confirm delivery schedules.

Global Market Access

DEKRA helps customers navigate national and international rules
and regulations, and to obtain the local certification and approval
marks needed to export products to markets around the world.

Health, Safety and Environment (HSE) Manage-
ment System

We help to ensure your ability to protect employee health and sa-
fety as well as the local environment. ISO 50001 certification im-
proves energy efficiency with the introduction of an effective ener-
gy management system, while ISO 14001 certifies your
environmental management system to demonstrate sustainable
operation. In order to minimize operational risks for employees,
ISO 45001 formulates requirements for comprehensive, modern
occupational health and safety.

Health, Safety and Environment (HSE) and
Sustainability Solutions

Our services aim to help organizations optimize workplace
health, protect the environment and foster a culture of safety and
care. We share tools and strategies for maintaining the optimal
physical and mental health of your team and build a workplace
with safety at its core where humans prosper and the environment
can thrive. Whether compliance, education or corporate sustaina-

bility management, we are equipped to provide innovative,
tailored solutions that help you reach your sustainability goals.

Product Certification

DEKRA provides a wide range of marks and certification schemes
and acts a notified body (NB) and certification body (CB) to assess
whether customers' products meet the standards applicable to
them.

Product Safety Testing

DEKRA offers a wide range of thorough and trusted testing me-
thods that ensure our customers’ products are tested for compli-
ance with all the necessary legislation, international and industry
standards, in addition to offering innovative solutions tailored to
our customers’ exact specifications.

Quality Management System

Reliable quality management based on ISO 9001 ensures high-
quality processes, products and services. A central feature is its
risk-based approach, which identifies opportunities and risks, de-
rives appropriate measures and evaluates their effectiveness. This
ensures that the quality management system and the accompany-
ing processes in your organization achieve the desired results.

Second-Party Audits for Processes

Our comprehensive audits allow you the opportunity to evaluate
and verify your processes along your supply chain. Our services
include initial audits and continuous monitoring, as well as hel-
ping you understand the complex international, national and local
regulatory requirements.

Sustainability Audits and Verification

Sustainability has become increasingly important to consumers
and institutional purchasers when evaluating electronic products.
Providing access to recognized experts and promoting compliant
products to potential buyers, the Electronic Product Environmen-
tal Assessment Tool (EPEAT) Registry is the definitive resource
and comprehensive rating system for green electronics. EPEAT
sustainability standards cover the entire product life cycle, inclu-
ding specifications for design, manufacture, energy consumption
and recycling. DEKRA is one of the first Conformity Assurance
Bodies (CABs) approved for all standards and countries, with de-
dicated EPEAT auditors conducting third-party audits that build
trust and foster transparency. We offer customized solutions for
manufacturers of all sizes and maturities to provide a competitive
edge based on unique environmental and social commitments.



Transportation and Logistics Management System
Training

Rising costs, stricter climate protection requirements and bad de-
cisions affecting your mobility requirements can negatively im-
pact your company. In addition to business, technical and legal
expertise, we provide the training you need to understand the

processes, tasks and responsibilities relevant to modern logistics
management. Our courses cover relevant regulations, license ag-
reements and legal requirements as well as financing, cost accoun-
ting and controlling topics. Expert DEKRA instructors will pre-
sent and explain common ICT tools used for process support and
provide you with an overview of currently available incentives
and their benefits.

Skilled Personnel Solutions - maintaining a talented supply chain

Successful businesses are built on good people with excellent qualifications and a strong work ethic. DEKRA helps suppliers
and service providers operating along the life cycle in the search for hiring and retention of suitable ICT professionals.

Business-Related Trainings

Experienced and qualified personnel are the backbone of every
successful business. We offer companies top to bottom support
focused on management training, employee development and ca-
reer planning. From secretarial, bookkeeping, sales, marketing,
customer service and procurement staff to process and project
managers, IHK-certified technical business administrators and
AEVO-qualified trainers, DEKRA business-related programs
provide skills and credentials aimed at strengthening your entire
team.

Examination of Experts for the ICT Industry

Recognized around the world, our accredited certifications for a
wide range of credentials help you maintain competent personnel
able to inspire trust and ensure stakeholders they have chosen the
right partner for their ICT research and development needs. We
provide you with the opportunity to verify ICT-related skills of
qualified staff and give employees a chance to document their pro-
fessional expertise to strengthen the reputation of your overall
workforce.



Health, Safety and Environment (HSE) Strategy
and Management

Maintaining strong HSE management is the most efficient way to
ensure the well-being of your staff and thus your business. Our
HSE strategy consultants help companies design a roadmap for a
comprehensive HSE policy that leads to improved outcomes for
safety and beyond through reduced hazard exposures, accident-
free work, a healthy workspace and protection for personnel. In
addition to addressing compliance issues, our experts assist you
in reducing your environmental impact, creating a supportive
culture and promoting performance improvements.

Health, Safety and Environmental (HSE) Manage-
ment System Training

Participants learn how to set up energy and environment as well
as health and safety management systems. Training and certifica-
tion, both accredited and non-accredited, are available for ISO
14001 and ISO 50001 and can be customized for your require-
ments.

Information Security Training

To inspire trust in existing customers and attract potential new
customers, ensuring information security - including the IT sys-
tems, components and processes involved - is essential. Informa-
tion security auditor training courses give you the knowledge and
skills you need to assess your organization’s information security
management systems in accordance with ISO 27001.

IT and Software-Related Training

A mix of design, planning, implementation and troubleshooting,
strong IT skills are critical in any modern workplace. Fluency in
popular software packages and network configuration ensures IT
personnel and systems meet your business needs and perfor-
mance expectations. DEKRA provides comprehensive IT and
software trainings and certifications for telecommunications and
network specialists navigating ITIL Foundation practices as well
as SAP, Microsoft and IPv6 operating systems. Our IT experts
also conduct professional software tester training according to In-
ternational Software Testing Qualification Board (ISTQB) stan-
dards.

Recruiting

DEKRA provides comprehensive recruitment services supporting
you from the initial job advertisement to the final interview.

Social Responsibility Management System Training

Companies rely on qualified personnel to assess and maintain
compliant Social Responsibility Management Systems needed to
run a successful business in diverse cultural and environmental
settings. DEKRA industry experts conduct ISO 26000 training
courses designed to ensure employees, managers and auditors are
operating according to relevant international requirements and
standards.

Soft Skills Training

The capacity to work effectively within a diverse and dynamic
workplace needs strong teamwork as well as clear and motivatio-
nal communication. DEKRA provides comprehensive training of
soft skills from self-management and public speaking to team
steering and leadership training as well as conflict and diversity
management to ensure optimal performance throughout your
corporate structure.

Workplace Health Solutions

Creating a work environment that supports good health, safe ha-
bits and the all-around well-being of your ICT supply chain team
is smart company policy, and in some cases may be mandated by
law. Our specialists carry out medical examinations to monitor
and document the health of your staff and independently evaluate
whether employees fulfill safety-related criteria. These and other
services, including education on health-related topics, can be cus-
tomized according to your individual needs. DEKRA occupatio-
nal health and medical advisory services help you build a robust
framework which will help you maintain a healthy workforce. We
assess physical, ergonomic and psychological risks and provide
practical solutions for an effective corporate health management
strategy to ensure high performance and a profitable business.
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Added Value - strengthening the supply chain

Supplemental DEKRA services are designed to ensure safety, improve performance, provide professional credentials, boost
brand recognition and loyalty, reduce risk, increase profits and promote robust businesses all along the supply chain.

Business Resilience Impact Assessment (BRIA)

Effective business resilience demands a strong corporate immune
system capable of withstanding disruptive global events such as
economic fluctuations, political unrest, natural disasters or the
rapid and broad spread of infectious diseases. We provide a multi-

level impact assessment to evaluate and strengthen business resi- Due to impartiality and independence requirements of regulatory
lience. Our experts help you implement and maintain reliable authorities, services may have to be performed by different, mutually
strategies that will enable you to overcome any challenge. independently operating DEKRA units.
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