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Information security
In the automotive industry
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The rapidly expanding digitalization and the elaborate supply chains in the automotive industry
require a particularly high level of data security. This means that extensive audits aren’'t only

carried out when collaborating on prototypes, but also at all stages of the value creation process.
To support with the demonstration of robust information security between manufacturers and
suppliers and to avoid the need for multiple, overlapping assessments, the German Association
of the Automotive Industry (VDA) launched the TISAX®platform on the market. This provides

a uniform standard for an efficient exchange and communication of assessment results.

The TISAX® assessment and exchange standard

TISAX® is an assessment and exchange standard which is
based on the ISA (information security assessment) question-
naire of the VDA, which is in turn based on ISO 27001.

This questionnaire has been used as a self-assessment

by member companies in recent years for both internal pur-
poses and for assessments of suppliers and service providers.
To avoid the need for an overabundance of company-specific
questionnaires, the TISAX® model was developed for the mu-
tual recognition of assessments concerning information secu-
rity between the various suppliers in the automotive industry.
It can also be used on a company-wide and cross-industry
basis.

An overview of the assessment mechanism

The assessment begins with a general review on the topic of
“Information Security,” and can be expanded to include the
optional modules “Data Protection” and “Prototype Protec-
tion.” The questionnaire encompasses 52 security topics (con-
trols), on the basis of which the company is to gain a compre-
hensive overview of the state of its information security. Each
of these controls must be rated regarding the level of goal
achievement (0 to 5) to obtain an overall assessment.


https://www.dekra-certification.de/de/tisax-assessment/
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Your benefits at a glance

» Registered companies can use the TISAX® platform
to ensure that their suppliers and service providers
also have the required level of information security.

» Participating in TISAX® saves time and money. The mecha-
nism helps avoid double and repeated checks of information
security in the company. The audited company decides with
whom it wishes to share the results.

» Registering with TISAX® leads to an increased awareness
for security among the staff and helps to protect
the company’s values.

DEKRA Certification is authorized to assess and certify service
providers and suppliers in the automotive industry accord-
ing to the TISAX® standard. The assessment of the process-
ing of sensitive data is valid for three years. By participating
in TISAX® and having your information security assessed by
DEKRA Certification, you can continue to position yourself

as a professional contractor.

Companies that participate in TISAX® create the foundations
for an integrated information security management system

(ISMS) and possible further certification according
to ISO 27001.

TISAX® is a registered trademark of the ENX Association.

Our experts will be happy to assist you. Contact us to learn
all about the TISAX® assessment in a personal meeting!

Contact us! Find out more!

Your successful participation
in TISAX® in four steps

Definition of the scope and the assessment
level as well as registration of the company
as a participant on the TISAX® platform

Selecti f
a‘rel :Et::l(i)tnszrvice > DE KRA

Assessment based on the VDA ISA questionnaire
on information security in the company

with document analyses, interviews

and internal audits

The results of the audit are reported to the TISAX®
platform. Exchange of the assessment report

with the audit results following the approval

of the audited company: http://enx.com/tisax/

D DEKRA


https://www.dekra-certification.de/de/kontakt-dekra-certification/
https://www.dekra-certification.de/de/tisax-assessment/
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Other services you can benefit from

You can also have other quality, environmental and safety
management systems certified by us, for example, in accor-
dance with ISO 9001, ISO 14001 and ISO 45001, as well as
combinations of the above. Our wide-ranging portfolio offers
you the right certification! The DEKRA Group also offers you
the following services:

» Personal certifications
» Product tests and certification

Excellence - the DEKRA seal

Add an exclamation mark that stands for
the highest quality and reliability - across all
industries and internationally. The DEKRA
seal is an excellent way to promote your
company’s image, a marketing tool and

a way to stand out from the competition.

In this way, you can show your customers
and business partners that your service

is worth their time and money.

We will be happy to assist you.


https://www.dekra-certification.de/de/iso-9001-zertifizierung/
https://www.dekra-certification.de/de/iso-14001-zertifizierung/
https://www.dekra-certification.de/de/iso-45001-zertifizierung/

ou like more information?
website:

ertification.de



https://www.dekra-certification.de/de/startseite/

